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Research programme objective

Develop evidence-based 50 models for big data policing
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BIGDATPOL FRAMEWORK
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If cyberattacks are carried out by people, why do BIE’DAdTPPIZ

model for big data policing

we still design our defences as if they were purely
technical events?
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PRESENTATION OVERVIEW

01

02

03

04

05

Rethinking cyberattacks

From technical events to human choices

Understanding attackers and their choices

Actors, pathways, ecosystems, opportunity and Al

Crime scripting as a method

From individual decisions to an intervention-ready script

Lessons from three cases

Scattered Spider, LockBit and scam compounds

Implications for defence and research

Prevention, organisational design and BIGDATPOL
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A cyberattack is a socio-technical process

CONTEXT Markets « geopolitics « regulation « inequality

BIGDATPOL
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ECOSYSTEM Communities « service providers « brokers « money mules
] Rethinking cyberattacks
From technical events to human choices
02 Understanding attackers and their choices
ORGANISATION Routines « incentives  trust « access governance e m————

03 Crime scripting as a method

From individual decisions to an intervention-ready script

04 Lessons from three cases

Scattered Spider, LockBit and scam compounds

DECISION Goal - target « timing « method « exit

05 Implications for defence and research

Prevention, organisational design and BIGDATPOL

TECHNICAL ACT Credential abuse « malware « exploitation « transfer T
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From telemetry to explanation

TECHNICAL EVIDENCE HUMAN & CRIMINOLOGICAL EVIDENCE
What happened? + Why this target and this moment?
Which technique? + Who enabled or collaborated?
Which system failed? + Which choice or routine was exploited?
Which indicator remains? + Where can the process be disrupted?

Better defence requires both columns.
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Different actors, different decision logics

ACTORLOGIC PRIMARY GOAL WHAT SHAPES TARGET CHOICE
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PROFIT-DRIVEN Revenue and repeatability Access, payment capacity, low friction

01 Rethinking cyberattacks

STATE-LINKED Strategic advantage Intelligence value, persistence, deniability P il i

0? Understanding attackers and their choices

Actors, pathways, ecosystems, opportunity and Al

From individual decisions to an intervention-ready script

IDEOLOGICAL Attention and symbolicimpact  Visibility, timing, narrative value

04 Lessons from three cases

Scattered Spider, LockBit and scam compounds

05 Implications for defence and research
Prevention, organisational design and BIGDATPOL

INSIDER / GRIEVANCE Personal gain or retaliation Privileged access, perceived injustice

| 03 Crime scripting as a method
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» These are analytical logics, not fixed profiles. Actors and motives can overlap or change.
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Cybercrime markets turn capability into a service

IDENTITY & DATA

stolen credentials
session cookies
target lists

ACCESS EXECUTION MONETISATION
initial access malware money mules
phishing Kits ransomware laundering

botnet capacity negotiation crypto conversion

8OM+

account-access credentials

2,000+ MODULAR

victims attributed to LockBit skills can be bought, rented or

advertised by Genesis Market before Operation Cronos brokered
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Attackers decide under bounded rationality

PERCEIVED REWARD

Expected value
Status - profit - strategic impact

EFFORT RISK UNCERTAINTY
Skills, time, access, Detection, attribution, Incomplete information,
coordination and tool sanctions and betrayal bias, urgency and learning

costs

A choice can be rational to the offender without being objectively optimal.
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Which target would you choose?

A

High value
Strong controls
High visibility

Moderate value
Weak process
Low friction

C

Low value
Many similar targets
Easy to scale

ATTACKER VIEW Perceived attractiveness, accessibility and guardianship

BIGDATPOL VIEW Empirical concentrations of risk across time, place, networks and organisations

The strongest prevention targets are where perceived opportunity and measured risk converge.
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Al changes the cost structure, not criminal intent

MECHANISM WHAT MAY CHANGE DEFENSIVE CONSEQUENCE
ACCESSIBILITY Language and technical assistance can More actors can attempt
lower entry costs competent-looking attacks
SPEED Research, drafting and variation can be More iterations in less time

accelerated

SCALE Content and targeting can be generated Cheap expansion across targets
involume

PERSONALISATION Messages canbe adapted to roles and Potentially more credible
contexts persuasion

Human actors still define goals, select targets, deploy tools and decide how outputs are used.
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Crime scripting as an analytical method

A SCRIPT RETAINS VARIATION g3
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alternative route

ol Rethinking cyberattacks
re cu ri n g pat hway From technical events to human choices

02 Understanding attackers and their choices
O O Actors i
, pathways, ecosystems, opportunity and Al
A4
03 Crime scripting as a method

fa i I e d atte m pt From individual decisions to an intervention-ready script

04 Lessons from three cases

Scattered Spider, LockBit and scam compounds

05 Implications for defence and research

Prevention, organisational design and BIGDATPOL

Cases are compared to model
recurring pathways without

—_—
forcing every offence into a I
i GHENT
single sequence. iy

A credible script records variation and uncertainty; it does not force every case into one sequence.
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From cases to an intervention-ready script

01
DEFINE
Specify the offence
process
and its outcome

O O

02

TRIANGULATE

Compare evidence
across sources

03 05
MODEL VARIANTS TEST & UPDATE
Represent alternative Evaluate effects and
pathways and failure offender adaptation
Q O o
04

LOCATE LEVERAGE

Find dependencies
and bottlenecks

VALIDATE AGAINST NEW
CASES

New cases test the model and show where it
misses steps or where intervention changes
offender behaviour.

The script is revised when new evidence or changes in offending challenge the model.
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Business email compromise as a decision process

1 SELECT 2 PREPARE 5 CRAFT

valuable & reachable learn routines credible request
4 DELIVER 5 CONVERT 6 MOVE

right channel & time bypass checks retain proceeds

Each stage contains actors, choices, tools, evidence and intervention points.
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Crime script part | — constructing credibility

LENS

ACTORS

CHOICE

TOOLS & Al

INTERVENE

SELECT

Scout / broker

Which target is worth
pursuing?

Public data, breach
data

Reduce exposed role
data

PREPARE

Researcher / account
user

Which routine can be
imitated?

Inbox search,
language analysis

Detect anomalous
access; limit mailbox
history

CRAFT

Impersonator / writer

Which request will
feel legitimate?

Drafting, translation,
variants

Trusted domains;
pre-agreed payment
rules

Al can support specific tasks; it does not replace target selection or criminal intent.
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Crime script part Il — converting trust into proceeds

LENS

ACTORS

CHOICE

TOOLS & Al

INTERVENE

The offence is not complete at payment: retaining and laundering proceeds is part of the script.

DELIVER

Sender/
compromised
account

When and through
which channel?

Look-alike domains,
messaging

Authentication and
domain controls

CONVERT

Victim + approver

How can verification
be bypassed?

Adaptive replies,
invoice changes

Independent
callback; dual
approval

MOVE

Mule recruiter /
launderer

How quickly can
funds be dispersed?

Accounts, transfers,
crypto services

Rapid reporting;
transaction holds;
mule disruption
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SOCIAL ENGINEERING

Case 1- Scattered Spider: identity is infrastructure

PUBLIC INFORMATION HELP DESK IDENTITY RESET CLOUD ACCESS
HUMAN CHOICE ORGANISATIONAL CONDITION INTERVENTION ol
Impersonate staff and |ldentity recovery relied on High-assurance recovery, "
exploit pressure on support information the attacker phishing-resistant MFA, 03
personnel could reproduce anomaly checks and

escalation 04
05

Lesson: the help desk is not outside the security perimeter. It is part of the identity control

system.
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From technical events to human choices

Understanding attackers and their choices

Actors, pathways, ecosystems, opportunity and Al

Crime scripting as a method

From individual decisions to an intervention-ready scr

Lessons from three cases

Scattered Spider, LockBit and scam compounds

Implications for defence and research
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RANSOMWARE-AS-A-SERVICE

Case 2 - LockBit: disrupt the business system

DEVELOPER AFFILIATE INFRASTRUCTURE NEGOTIATION
platform & brand access & leak & exfiltration pressure &
deployment payment

2,000+ 28 3

victims attributed to LockBit affiliate servers taken down countries hosting seized core

infrastructure

Operation Cronos targeted shared infrastructure and trust. Leverage points used by many affiliates.
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INDUSTRIALISED FRAUD

Case 3 - scam compounds as coercive enterprises

RECRUIT Workers are recruited — and some are trafficked or coerced
TRAIN Scripts, personas, language and platform routines
OPERATE Target lists, shifts, supervision and performance pressure
MONETISE Payments, crypto, laundering and cross-border networks

One operation can contain offenders, facilitators and victims of trafficking at the same time.
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IMPLICATIONS FOR PRACTICE

Design defence around the offender’s process

o_ e
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BEFORE ACCESS DURING ATTACK AFTER ACTION B |G DAT P OL

wards an evidence-based
mocLl or big data polu,m5

Detect behavioural o Rethinkingcyberattacks

Reduce exposed data anomalies Report rapidly Fromesinisl et e pumancnoes
Harden identity recovery Add friction at high-risk Freeze and recover funds L
Disrupt illicit access decisions Share evidence across 03 Cimesciptngasamethod |
markets Create trusted escalation sectors

04 Lessons from three cases

p at h S Scattered Spider, LockBit and scam compounds

05 Implications for defence and research
Prevention, organisational design and BIGDATPOL
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Portfolio principle: combine controls that raise effort, increase risk, reduce reward and support

recovery.
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Human-centred security is not human blame

FRAGILE DESIGN RESILIENT DESIGN

One click can authorise loss Consequential actions need confirmation

Recovery relies on trivia Recovery uses high-assurance evidence

Speed is rewarded over verification Pausing is legitimate and easy

Reporting feels punitive Early reporting is safe and useful

Design systems and routines that absorb predictable error, pressure and manipulation.
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RESEARCH AGENDA

BIGDATPOL: from evidence to evaluated intervention

LINK DATA MODEL VARIATION TEST MECHANISMS TRACK ADAPTATION

Q O O O
RISKESTIMATION CRIME SCRIPTING INTERVENTION DESIGN FIELD EMALUATION

Where apd when? Who, how and why?

GOVERN RESPONSIBLY ACROSS THE CYCLE

Theory, data quality, proportionality, privacy and
transparency

Measure prevented harm, recovery, adaptation and unintended effects, not detections alone.

What can change? What works and adapts?
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OIN OUR NETWORK

* Linkedln page BIGDATPOL

 Wim.Hardyns@UGent.be

- WWW.BIGDATPOL.COM

BIGDATPOL

for big

]

Home About Team ~ News v Output Contact

The BIGDATPOL research group is an ambitious team led by Prof. Dr. Wim
Hardyns at the Department of Criminology, Criminal Law, and Social Law at
Ghent University.

The European Research Council awarded Prof. Dr. Hardyns a prestigious ERC
Consolidator Grant (funded by the European Union; ERC, BIGDATPOL, 101088156)
to develop an evidence-based big data policing model that will be tested in
several European cities.
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